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1.0 Scope

1.1 Territorial Scope
This Standard applies to the processing of data relating to individuals in the United Kingdom
undertaken by data processors established in the United Kingdom.

1.2 Material Scope

This Standard applies to the processing activity of data sanitisation of storage media which is
undertaken by a data processor on behalf of a data controller or a sub-processor on behalf of a data
processor. The data which resides on that media might be encrypted and will include personal data,

criminal conviction data, and special category data as well as corporate data. tandard assesses
risk to the rights and freedoms of the data subject in terms of the right i ensuring the
protection of personal data. Where risk to those rights has been j i have been

developed to assess risk mitigations to protect those rights.

Section 3 provides the risk-based evaluation of appropriate
which the applicant has put in place to protect the physi
the data processing requirement of data sanitisation.

During the app n process, the applicant will be required to define the processing activities being
presented for certification in terms of the types of data being processed (e.g., special category data,
criminal offence data, etc.), systems and processes used, including a clear start of that process and a
clear ending. This shall include sanitisation services by media type (Part 2 Section 3 Criterion 3.4.1) and
data processing carried out on controller or processor premises. (Part 2 Section 3 Module 5).
Furthermore, where there are interdependent processing operations such as systems / processes
shared with other areas of the business or carried out by third parties, these are to be identified and

highlighted during the application process.
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1.0 Scope

1.4 Activities out of scope

This Standard only applies to applicants in their capacity as a data processor / sub-processor. The data
processing activity is that of data sanitisation which can occur during an end of life, end of rental, or
an end of lease asset recovery service or a maintenance service where non-functioning data carrying
devices are recovered and the device is NOT destined to be returned to the data controller.

Examples of other services which are not in scope within this Standard would be.

- Resale of new hardware as there is no personal data included in new hagdware provisioning,

- Repair services where data sanitisation is not part of the required service.

If the applicant performs other services, it is imperative to disclose these'duri i n process
so that the services being evaluated can be clearly defined.

Activities for which they are defined as a data controller, for e also'@ut of scope.
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2.0 Normative References

The following documents, in whole or in part, are normatively referenced in this Standard. The criterion
against which these documents should be considered are highlighted in the relevant section. The
complete list is as follows:

Guidance for completing a Records of Processing Activities.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-

regulation-gdpr/documentation/how-do-we-document-our-processing-activities/#how

Guidance on how to understand categories of data.

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-generakdata-protection-

regulation-gdpr/what-is-personal-data/what-is-personal-data

Guidance on appointment of a data protection officer.

https://ico.org.uk/for-organisations/accountability-framework/le i igcht/whether-
to-appoint-a-dpo/

Guidance on the transfer of data to a third country.

Guidance on paving the data protection fee.
https://ico.org.uk/for-organisations/d

Guidance on CCTV

guide-to-data-protection/guide-to-the-general-data-protection-
-and-governance/contracts/

destruction/N agneticDegaussers%20June2019.pdf?ver=2019-07-03-090458-077

ADISA Research Centre Product Claims Test.
https://adisarc.com/product-claims-test/

International Standards

ISO 9001 Quality Management https://www.iso.org/iso-9001-quality-management.html

ISO 14001 Environmental Management https://www.iso.org/iso-14001-environmental-
management.html

OHSAS 18001 or ISO 45001 Occupational Health and Safety https://www.iso.org/iso-45001-
occupational-health-and-safety.html

ISO 27001 Information Security Management https://www.iso.org/isoiec-27001-information-

security.html
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3.0 Terms and Definitions

The following are terms referred to within this Standard. Where any terms used are defined within the
UK GDPR, the precise same definition is adopted within this Standard and will be sourced as such. The
only deviation from UK GDPR definitions as defined by Article 4, is the use of third party and sub-
processor definitions which are defined for the purposes of this Standard here.

‘applicant’ is used to describe any company which wishes to become certified against this Standard.

‘asset disposal / asset recovery / asset retirement / asset recycling’ are all terms which are used to

describe the act of collecting used IT equipment from businesses and then processing them in different

ways to deliver a range of services. This can include data sanitisation, producthremarketing, and

material recycling.

Authority for Information Assurance (lIA). The name CESG is no lo
the National Cyber Security Centre (NCSC).

‘chain of custody’ is the audit trail which shows who hag i set at every stage.
Without the chain of custody being in place asset manag rformed effectively and

should any issues arise incident reporting is extrAWcha

‘controller / data controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of personal
data. (Source: UK GDPR) (See also Section 5)

‘commissioner’ means the UK Information Commissioner’s Office.

‘customer’ means the organisation who is directly employing the services of the applicant. This can be
the data controller themselves or another data processor.

h

‘data erasure ructio ata sanitisation’ means the process, which is performed on data

carrying i e data, which was formally resident on that media to be no longer
an include crypto erase, data overwriting, degaussing, or a physical

‘DIAL’ means t
method outlined in Section 6..

ta Impact Assurance Level as determined by the data controller following the

‘degaussing’ is a sanitisation technique using a specialist device called a Degausser which emits a
magnetic field measured in units of Gauss or Oersteds (Oe). It has the objective of removing the
magnetic properties of the coating on the platter of magnetic hard drives or tape surface.

‘EEE - Electrical and electronic equipment’ means equipment that is dependent on electric currents
or electromagnetic fields to work properly. To include equipment for the generation, transfer and
measurement of such currents and fields and designed for use with a voltage rating not exceeding
1,000 V for alternating current and 1,500 V for direct current.
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3.0 Terms and Definitions

‘UK GDPR’ means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data [(United Kingdom General Data Protection Regulation), as it forms part of
the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European
Union (Withdrawal) Act 2018 (and see section 205(4))].

‘hub’ means a location used in the logistics process where consignments are held on an interim basis
before being shipped on to the final processing facility. Hubs might be operated by a logistics third
party, the ITAD or a designated partner.

‘incineration’ is a sanitisation technique which is undertaken on each di e with the
objective of destroying the media by burning it to extreme tempera nnot be
recovered or accessed following the activity.

‘ITAD - Information Technology Asset Disposal or Inform et Disposition’ is a

service, which facilitates the removal of IT assets from

Part 2 Section 3 Module 4.

‘member’ is a term used to

‘NAND’ is the most
USB flash drives.

NCSC and vices can be found at https://www.ncsc.gov.uk/.

‘NIST — National Institute of Standards and Technology’ is an agency of the US Department of
Commerce with an extremely wide remit. www.nist.gov.

‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed. (Source: UK GDPR.)
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3.0 Terms and Definitions

‘personal data’ means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person. (Source: UK GDPR.)

‘processor / data processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller. (Source: UK GDPR.)

‘processing’ means any operation or set of operations which is performed on personal data or on sets
of personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction. (Source: UK GDPR.)

‘recycling’ means the recycling of a product, or part of ¢
to enable further separation and return of material into
Excluding energy recovery, which means the use
through direct incineration with or without o

‘reuse’ means the operation by whic
for the same purpose for which they Were conce
constituent components whic e rned

manufacturers.

‘sanitisation’ see da asure.

‘shredding’ is a sanitisation technique uhich is undertaken on each approved media type with the

activity.
‘sub-processor’ means any company which provides data sanitisation services to the data processor.

‘sub-processing’ means any data sanitisation service provided to the data processor by another data
processor (who will be a sub-processor).
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3.0 Terms and Definitions

‘third party’ means a company who supports the applicant in the supply of the data processing services
but does NOT provide any service which impacts on the data. Examples of this could be a logistics
supplier.

‘transfer of custody’ means the stage at which the processing partner becomes the designated
custodian of the assets and becomes responsible for its control and security. These stages need to be
clearly agreed and details as to how the assets are verified during the transfer are essential.

‘transfer of ownership’ means the stage at which the processing partner becomes the owner of the

assets being processed. Typically, this coincides with confirmation of the value o asset(s) and is a

point in time agreed on a commercial basis.

ich has
d as the Waste
es, which are

been designated as Waste with the company making this deter
Producer. Electronic equipment includes all components, su
part of the product at the time of discarding.
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4.0 Alignment to the UK GDPR

The ADISA ICT Asset Recovery Standard 8.0 helps data controllers and data processors / sub-processors
understand how to manage compliance within the process of asset recovery. The applicant for
certification to this Standard will be a data processor or sub-processor who performs data sanitisation
services on behalf of a data controller or their data processor.

Below is a high-level analysis of this Standard against each article within the UK General Data
Protection Regulation (UK GDPR) and it cross references the articles against the relevant part of the
Standard to indicate how this Standard can help achieve regulatory compliance.

The UK GDPR has 67 Articles, and the following provides a high-level overlay o ere the Standard

relates to each.

Article 1 Subject Matter and Objectives.
This article relates to the UK GDPR itself so is out of scope for this

Article 2 Material Scope.
Article 3 Territorial Scope.

Article 4 Definitions.
For this Standard these are defined
used which are defined within t

s and Definitions. Where terms are
inition has been adopted and used for this

5(1):

d transparency — you must process personal data lawfully, fairly and
anner in relation to the data subject.

subject, a core focus is that the processing activities are undertaken in a fully
transparent manner to the data controller which assists the data controller in ensuring that
they fully understand the data processing being undertaken on their behalf.

b) Purpose limitation — you must only collect personal data for a specific, explicit, and
legitimate purpose. You must clearly state what this purpose is, and only collect data for as
long as necessary to complete that purpose.

This principle is applied by ensuring that the data processor / sub-processor have no access to
the controller data and cannot process that data for any other purpose other than for data
sanitisation.
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4.0 Alignment to the UK GDPR

c) Data minimisation — you must ensure that personal data you process is adequate, relevant,
and limited to what is necessary in relation to your processing purpose.

This principle is not within scope as the data processor / sub-processor does not access the
controller data at any time and has no control over the data being collected.

d) Accuracy — you must take every reasonable step to update or remove data that is inaccurate
or incomplete. Individuals have the right to request that you erase or rectify erroneous data
that relates to them, and you must do so within a month.

This principle is not within scope as the data processor / sub-processor does not access the
controller data at any time and is therefore unable to be responsible for
data.

accuracy of that

it. The
timescales in most cases are not set. They will depend o umstances and
the reasons why you collect this data.

e) Storage limitation — You must delete personal data when

Article
This article is

for Consent, including child consent.
pplicable within this Standard as controller is responsible for complying with
conditions for consent.

Article 9 Processing of Special Categories of personal data.

This article is not applicable within this Standard as the controller is responsible for complying with
conditions surrounding special category data processing. However, specific reference to any
processing carried out by a competent authority is include within Part 2 Section 2 Module 3 Criterion
2.3.2.
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4.0 Alignment to the UK GDPR

Article 10 Processing of personal data relating to criminal convictions and offences.

This article is not applicable within this Standard as the controller is responsible for complying with
conditions surrounding processing of data relating to criminal convictions and offences. However,
confirmation that such a basis has been identified by the controller is measured in Part 2 Section 2
Module 3 Criterion 2.3.2.

Article 11 Processing which does not require identification.
This article is not applicable within this Standard.

Article 12 Transparent information, communication, and modalities for the ex
the data subject.

ise of the rights of

This article is not applicable within this Standard as the data proc or has no
knowledge of the data which is on the storage media being processed an ity is to
sanitise the storage media to stop retrieval of data. In this regard, sub-processor

will not be able to assist a data controller in the response they do not
know the data on the storage media being processed. Within the is made to permit
the data controller to recall storage media should they i ata on that media which

they wish to access themselves. This window is very s requires all processing

activities to be completed within 45 working sing window is permitted by

the data controller.

Article 13 Information to be provide lected from the data subject.

This article is not applicable withi

Article 14 Information to al data has not been collected from the data
subject.

This article is not ap

Article 20 Rig ata portability.
Article 21 Right to object.
Please see article 12 for an explanation why these articles are not applicable to this Standard.

Article 22 Automated individual decision-making including profiling.
This article is not applicable within this Standard.

Article 23 Restrictions.
This article is not applicable within this Standard.
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4.0 Alignment to the UK GDPR

Article 24 Responsibility of the Controller.

This article outlines the responsibility of the controller including commitment to implement
“appropriate technical and organisational measures”. The entire premise of this Standard is to identify
where risk to the physical asset exists and to then require a minimum level of countermeasure to be
put in place to reduce that risk. In addition, this Standard looks at the technical risk to the media and
ensures that the sanitisation process is fit for purpose with suitable quality check wrap arounds to
provide a layered approach to the processing activity. As a result, this Standard when used as part of
a supplier specification will provide the controller with confidence that the data processor / sub-

processor selected undertakes the services using appropriate technical and orgdnisational processes.

In addition, any data processor / sub-processor who holds this certification will able to provide
evidence that they can provide sufficient guarantees on the robustness o

the certification held.

Article 25 Data Protection by Design and by Default.
Compliance with this Standard enables the data proces
controller that the data processing activities have data

Article 26 Joint Controllers.
This article is not applicable within this Stand

easures (Article 5 (1) f) to mitigate that risk. This will enable
uarantees to the data controller as per Article 28 (1).

Article 29
This reaffirms th
and is covered within Part 2 Section 2 Module 1 Criterion 2.1.3.

ing under authority.
e data processor can only process data when instructed to do so by the controller

Article 30 Records of Processing Activity.
This article requires that the controller and processor shall maintain a record of processing activities.
This is covered within Part 2 Section 2 Module 3 Criterion 2.3.1.

Article 31 Cooperation with the Commissioner.

Controllers and processors, and where applicable, their representatives, shall cooperate on request
with the Commissioner in the performance of the Commissioner’s tasks. This is covered within Part 2
Section 2 Module 4 Criterion 2.4.2 where the applicants commit to co-operating with the UK
Information Commissioner’s Office in the performance of its tasks.
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4.0 Alignment to the UK GDPR

Article 32 Security of processing.

This article looks at the ability of the controller or processor to secure data during processing activities.
Part 2 Section 3 covers risk management within the process, and it introduces Data Impact Assurance
Levels (DIAL) which are controller determined. This enables the data processor / sub-processor to put
in place countermeasures which are commensurate to the controller’s own requirements.

Article 33 Notification of a personal data breach to the Commissioner.
Part 2 Section 2 Module 4 looks at incident management and includes a reporting process to be
agreed between processor and controller.

Article 34 Communication of a personal data breach to the data subject.
This is covered in Part 2 Section 2 Module 4 Criterion 2.4.1.

Article 35 and 36 Data Protection Impact Assessment.

Article 38 Position of the DPO.
Article 39 Tasks of the DPO.
These articles relate to the appo a data protection officer and their subsequent roles. Part

inst ADISA Standard 8.0.

Article 44
Article 45 Trans on the basis of an adequacy decision.

Article 46 Transfers subject to Appropriate Safeguards.

Data Transfers outside of the country of origin are assessed under part 2 Section 2 Module 6.

rinciples for transfers.

Article 47 Binding Corporate Rules.

Where processors or sub-processor are subject to Binding Corporate Rules those rules must not put
the processor or sub-processor into a position of non-conformance with any Essential or DIAL 1
criteria within this Standard.

All other Articles within UK GDPR are not applicable within this Standard as they cannot be applied to
the data processing activities covered under this Standard.

COPYRIGHT © ADISA Asset Recovery Standard 8.0 Part 1 v3.0 Page 14



5.0 Information Governance

Within every data protection process there is a requirement for the overall governance of the process
to be clearly set out with specific roles and responsibility allocated to participants to ensure the process
is maintained to achieve consistent and repeatable results.

Within the business process of ICT Asset Recovery there can be many separate entities involved in the
process and the performance of each is imperative to ensure the data processing objective of the
business process is achieved — data sanitisation.

This section introduces the participants within this business process and illustrates how information

governance can be achieved by each identified participant.

5.1 Data Controller

of the data controller is therefore to present a specification f
participants are required to meet.

The use of Part 2 of this Standard is designed to provide a ontroller when seeking
to identify risk within this process and to ens

processor and / or sub-processor.

ments are taken by the data

5.2 Data Processor

contracted by the data controller 7 ired data processing activity — data sanitisation.
ght use a sub-processor but in either case they

processor to meet this Standard. They must also ensure that all staff
dergo continued evaluation against those processes.

the requirements set out within this Standard are met.

The data processor should also ensure that the data controller is provided with regular updates on
changes to this business process which could impact on previously held positions and could require a
change in policy to ensure current best practice is being maintained.

5.3 Sub-Processor
A sub-processor is an organisation appointed by the data processor to perform all or part of the data

processing activity — data sanitisation. The sub-processor must hold the same contracted terms as
agreed between the controller and processor and must perform the data processing activities in
accordance with the criteria laid out within this Standard.
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6.0 Data Impact Assurance Levels (DIAL)

Risk can never be removed entirely from a business process and asset recovery is no different. As it is
a very physical process, the countermeasures which are put in place can vary and typically result in
higher costs for lower risks to the data controller. To ensure the data controller can control their own
risk without being determined by cost alone, a new concept is introduced within this Standard which
is that of Data Impact Assurance Levels. (DIAL)

The DIAL is derived by the data controller’s own view on the following.

e Threat.
e Risk appetite.
e (Category of data.

e Volume of data.
e Impact on them of a data breach.

rovidethem with an
overall DIAL rating. This in turn will determine what level of ser ed by the ITAD to

2 of this Standard. To allow this ADISA has a V i e controllers can use to create their
DIAL rating. This portal produces a certifi i erence and scope of the DIAL as a
cation or even just one collection. A
DIAL rating can only be verified by confirmation in writing from the data

controller.

Fir and Will be based on the ADISA Threat Matrix already being used. A data
contr e who they feel their most likely threat adversary is. This decision can be
aligned to all Cyber Threat Analysis but must consider the business process itself and whether

the data contro eels asset recovery is a specific threat vector which has actors seeking to exploit.
Threat will generally be determined by the industry the data controller operates in and the data which
it holds which will help identify actors who may seek to gain access to the data for reasons of financial

gain, intellectual property theft or any other purpose.

Threat Level Threat Actor and Compromise Methods

Casual or opportunistic threat actor only able to mount

Low
unsophisticated attacks.
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6.0 Data Impact Assurance Levels (DIAL)

Threat Level Threat Actor and Compromise Methods

Medium Motivated, targeted threat actor such as organised crime or journalists
or hackers applying professional methods to access the physical device
and / or data.

- Government-sponsored organisations using sophisticated techniques
i . _— . . .
& with unlimited time and resources to access the physical device and /

or data.

6.2 Risk Appetite
Second variable is risk appetite which is a metric determined by h a company is
allows to pervade into business operations in order to achle‘s b tives.'ISO 31000 Risk
Management refers to risk appetite as the “Amount and type of risk that an organlsatlon is prepared
to pursue, retain or take”.

A data controller should take a considered review of thls business process as there are many functions

which can be a source of risk and so the operational countermeasures can be significant and therefore
increase cost. Those countermeasures which are outlmed in Part 2 Criteria, were created with

likelihood as a factor to consider such that exploitation of a Ilkely risk would require more robust

countermeasures than a lesser likely risk.

N\

Risk Appetite Risk Evaluation
Low All results must lead to no further actions or risk treatments.
Medium Additional risk treatments are available but at additional cost.

i Most cost-effective risk management approach which manages risk
i
. but has recommendations for additional risk treatments.

N

6.3 Categories of Data
The third variable concerns the categories of data being processed which are aligned to the categories
within the UK GDPR.

Impact Data Types
Low Non-confidential data which might be available in the public domain.
Medium Personal Data and Corporate Data.
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6.0 Data Impact Assurance Levels (DIAL)

Impact Data Types

Same as (2) but including special category data, data relating to

High
& criminal offences / convictions and / or corporate secret data.

6.4 Volume of Data
The final main variable is the volume of data being processed within the business process. This will

to the ITAD for processing which must be based on overall ca
volume count.

Volume Storage capacity being processed.
] A known number of data carrying media are being disposed of which
ow
contains a total of under 10Tb of overall capacity of storage.
Medi A known number of data carrying media are being disposed of which
edium
contains over 10Tb of overall capacity of storage.
High An unknown number of data carrying media are being disposed of.

4 5
= Medium 2 3 4
Q
<
= Low 1 2 3
High Medium Low
Risk Appetite
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6.0 Data Impact Assurance Levels (DIAL)

The data controller then needs to take the identified scores from 6.3 and 6.4 and apply them to this
table.

In this worked example a score of 3 is achieved as the volume of data is high and the category of data
being low from the previous tables

@© High 3 4 5
-

(]

(=)

= Medium 2 3 4
z

& Low 1 2 3
g

(1]

© Low Medium High

Volume of Data

Taking the sum of the two scores the data controller ca verall score which in this

example would be 6.

6.6 Business Impact
The data controller should then loo

business. This will be depende

business has, and of course, the ty

Impact Business Impact
Low Press coverage and brand erosion.
Medium Possible legal action by data subjects and possible regulatory action.
High Same as (2) but possible share price damage and / or competitive
advantage erosion.

N
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6.0 Data Impact Assurance Levels (DIAL)

6.7 Data Impact Assurance Level.
Taking the business impact level determined in 6.6, the data controller can then align it to the overall

score determined in 6.5 to identify their overall Data Impact Assurance Level by using this table.

s Medium 1 2 2
©
Q.
£
= Low 1 1 2
P
1-3 4-8 9-10

Overall Score

9

pany was viewed as medium

an the data controller could only use
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7.0 How to become certified?

Part 2 of the Standard contains the criteria against which each applicant will be assessed and is
presented as four sections as follows:

Section 1: Business Credentials.

Section 2: UK GDPR and UK Data Protection Act 2018 Compliance.
Section 3: Risk Management.

Section 4: Non-Data Service.

Within each Section there are modules which focus on a specific area relevant for each section. These

are:
Section 1: Business Credentials.

Module 1 Credit Score.

Module 2 Insurances.

Module 3 Policy.

Module 4 Certifications and Permits.

Module 5 Staff.

Module 6 Code of Conduct.

Section 2: UK GDPR and UK Data Protec liance.
Module 1 Customer Engagement.

Module 2 Transparency and a

Module 3 Records of Processi

Module 4

Module 5

Module 6

Module 7

Module 8

Module 9

Module

Module 2

Module 3 essing Facility Capability.
Module 4 Data Sanitisation.

Module 5 Onsite services. *

Section 4: Non-Data Service.

Module 1 Waste Management.
Module 2 Reuse.

*These modules can be scoped out if the applicant does not provide these services or does not use or
operate as a sub-processor.

COPYRIGHT © ADISA Asset Recovery Standard 8.0 Part 1 v3.0 Page 21



7.0 How to become certified?

Within each module of the Standard there are a detailed list of the evaluation criteria which get
assessed during the certification process. These are broken down into Essential, Highly Desirable
categories and criterion which are used to assess suitability of the applicant against the Data Impact
Assurance Levels.

Essential are those elements of the service which are mandatory to comply with as it is felt they are
the minimum service specification that an applicant must meet on order to be viewed as ADISA
Certified.

Highly Desirable which are optional but show the applicant is achieving e than the basic

requirement and is providing the highest possible quality and levels of servi

Data Impact Assurance Levels 1, 2 and 3. These criteria are used to help service
being offered by the applicant meets the DIAL rating of the users
applicant to meet all the DIAL 1 requirements to achieve certificati i jth the DIAL 2

DIAL category.

7.1 Audit results and awarg

To become certified an applicant m

SA audit which will have one of the following
four results:

Pass with Distinction

Every single Essential, uirements have been met.

Every si 1 i [I DIAL 1 and 2 requirements have been met.
Overall s d 89% achieved.

Overall score be n 60% and 74% achieved.

Fail

Should the company fail to achieve a Pass, the criterion which are not complied with will be identified
within the audit report and the audit non-conformance process followed which is detailed in ADISA
Standard 8.0 Scheme Manual, see 9.0. The applicant will only be viewed as passing the audit once all
essential and DIAL 1 criterion have been met.
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7.0 How to become certified?

7.2 Data Impact Assurance Level (DIAL) ! Licence

After each full audit, an assessment of the capabilities of the applicant against the criteria which have
DIAL options will be made. There are 30 separate assessments which have a DIAL 1, 2 or 3 level of
service. An applicant must meet all criterion against a specific DIAL reference to be classified as having
that DIAL Licence which would mean that any data controller who has identified themselves as, for
example, DIAL 3, should only place business with a service provider holding a level 3 award.

7.3 Overall Awards

would be issued a DIAL license as per 7.2. This would enable them to di ilities to data
controllers by the issuing of a certified certificate and logo.

AWARDED
DISTINCTION

I
[
(]

A

=

C019

! See Section 6.0 for fu rin n Mct Assurance Levels.

\
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8.0 Surveillance Audits - Maintaining Certification

Once an applicant has passed their first audit, they become a certified ADISA member. ADISA then
evaluates that member on an on-going basis by conducting Surveillance Audits. These audits take place
twice a year and are predominately unannounced, (see advance notice below). There are three types
of Surveillance Audit.

1. Data Capability Audit. Auditor assesses the certified member’s data capability statement and
the sanitisation tools which they operate. The auditor selects a range of products / media
which have been processed and forensically analyses them on site to assess if data can be
recovered. Checks are also made on degausser outputs and screen aperture within shredders
if applicable.

3. Security Audit. The auditor will initially try to gain en
or by engineering an opportunity to gain acces

Surveillance Entry Refusal

Due to the unannounced nature of the audits, ance are permitted one single refusal
of entry to allow for business pressures.g# ite at any time (including within 24
hours of the first visit) but if a second ithout good and evidenced reasons,

the audit will be classed as a fai -conformance process outlined in ADISA

Advance Notice
For sites which are n, or which have specific security or health and safety

tice will be given for surveillance audits.

as evidence of compliance is an imperative to maintain certification.
Shou n undertaken place for either new or existing certified members for a period
| take place to decide on whether certification should be withdrawn. This will
follow the sam
Scheme Manual, see 9.0.

eals process as the non-conformance process outlined in ADISA Standard 8.0

8.1 Awards made for Surveillance Audit
Surveillance audits only result in a Pass or Fail based on the areas being assessed and do not impact on

the ITAD’s overall award given at a full audit. If the result is a FAIL, then the non-conformance process
outlined in ADISA Standard 8.0 Scheme Manual, see 9.0.
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8.0 Surveillance Audits - Maintaining Certification

8.2 Required Full Audit

Should changes to the certified member be identified at audit or disclosed to ADISA by the member,
a full audit may be requested by ADISA outside of the three-year regular internal. These full audits
will be conducted as per the ADISA Standard 8.0 Scheme Manual and will result is an award being
issued based on the findings of that audit.

N\
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9.0 Audit and non-conformance processes.

Section 7 and 8 of this document provide a high-level introduction to the audit process and expectation
on those seeking to achieve or maintain certification. Further details including the non-conformance
process can be found in the ADISA Standard 8.0 Scheme Manual which is a separate document
available from ADISA. Requests for copies can be made by emailing enquiry@adisa.global.

N\
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10.0 General Notes

Certified Logos

Each certified company is issued a logo with a unique reference which they can use for their own
marketing purposes. A certified company’s status can be confirmed via the ADISA website which will
always contain the current list of certified companies.

Excluding ADISA’s own publications, if the ADISA logo is used for promotional purposes it should be
considered as unofficial and unsupported.

Certificates

Each certified company is issued a certificate which includes the unique certifi eference number
and a validity period. Use of the certificate and logo is only permitted by this Standard

which is confirmed during the audits process.

Disclaimer
e Compliance with the ADISA Standard does not indemnify a
against legal actions.
e ADISA Certification offers neither guarantee
services of the certified member.
e This Certification process is detailed
based on current best commercial prag
be made public via ADISA social

Copyright
All information included in this S

Further reproduction is prohibi

Further Developme
ADISA reserves the
follow the progess@utlined
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N\
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